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[bookmark: _Toc208916904]Policy Statement
Success Academies is committed to protecting the rights and freedoms of individuals with respect to the processing of personal data. We comply fully with the UK General Data Protection Regulation (UK GDPR), the Data Protection Act 2018, and guidance issued by the Information Commissioner’s Office (ICO).

As an online learning provider supporting home education, Success Academies collects, stores and processes data relating to staff, learners, and their families. This policy explains how we handle data lawfully, securely, and transparently.
[bookmark: _Toc208916905]Scope
This policy applies to:
- All Success Academies staff and contractors.
- All data relating to learners, parents/carers, and staff.
- All systems used to store or process data, including online platforms, email, and cloud storage.
[bookmark: _Toc208916906]Legal Basis for Processing Data
Success Academies processes personal data under the following lawful bases (Article 6 UK GDPR):
- Consent – when families agree to us storing or sharing information.
- Contract – to deliver our services as an online education provider.
- Legal obligation – to comply with safeguarding, tax, and employment laws.
- Vital interests – to protect a child or vulnerable person from harm.
- Legitimate interests – to improve services, monitor quality, and protect IT security.

Where special category data (e.g. health, SEND needs) is processed, this is under Articles 9(2)(a), (c), or (g) UK GDPR.
[bookmark: _Toc208916907]Types of Data we collect
We may collect and process the following personal data:
- Learner information: name, date of birth, contact details, learning progress, attendance, SEND or medical needs.
- Parent/carer information: name, contact details, relationship to learner, payment details.
- Staff information: name, contact details, employment/contract information, DBS status.
- IT data: login details, IP addresses, online platform activity logs.
[bookmark: _Toc208916908]How Data is used
We use data to:
- Provide education services and monitor progress.
- Safeguard children and comply with statutory duties.
- Communicate with families.
- Manage staff employment and safer recruitment.
- Maintain financial records and process payments.
- Improve our learning platform and online services.
[bookmark: _Toc208916909]Data Storage & Security
- All digital data is stored securely on encrypted systems and cloud platforms compliant with UK GDPR.
- Access to data is restricted on a need-to-know basis.
- Staff receive training in data protection and online security.
- Paper records (where necessary) are kept locked and securely destroyed when no longer required.
[bookmark: _Toc208916910]Data Sharing
We will only share personal data when necessary and lawful, for example:
- With local safeguarding partners, police, or social services where there are safeguarding concerns.
- With exam boards or education partners where families request.
- With HMRC or other statutory bodies where required.

We do not sell or share data with third parties for marketing.
[bookmark: _Toc208916911]Data Retention
Personal data will be retained only for as long as necessary:
- Learner records: 6 years after leaving Success Academies.
- Staff employment records: 6 years after contract ends.
- Financial records: 7 years in line with HMRC requirements.

After these periods, records will be securely deleted or destroyed.

[bookmark: _Toc208916912]Data Subject Rights
Under UK GDPR, individuals have the following rights:
- To be informed about how their data is used.
- To access their data (Subject Access Request).
- To rectify inaccurate data.
- To request erasure (‘right to be forgotten’).
- To restrict or object to processing.
- To data portability (where applicable).

Requests must be made in writing to the Director, who will respond within 30 days.
[bookmark: _Toc208916913]Data Breach procedures
Any suspected data breach must be reported immediately to the Director.
- Serious breaches will be reported to the ICO within 72 hours.
- Families affected will be notified where there is a high risk to their rights and freedoms.

[bookmark: _Toc208916914]Responsibilities
- Director (Data Protection Officer role): ensures compliance, manages Subject Access Requests, and reports to the ICO where required.
- Staff: must follow this policy, complete training, and report any data concerns immediately.
- Families: must ensure their contact details are accurate and inform Success Academies of any changes.
[bookmark: _Toc208916915]Policy Review
This policy will be reviewed annually, or sooner if legislation changes.

Linked Policies: Safeguarding Policy, Online Safety Policy, SEND Policy, Complaints Policy.
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